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1. Introduction to PrivateScan

PrivateScaiis a Kyocera Business Application designesimplify scanning anemailing a document

from a network connect Kyocera HyP&®bled MFRi 2 | dza SNDa 2g¢y . WithksdS 5 A NB
simple setupjntegrationinto Active Directoryand easy to use interfac@rivateScaiis an efficient tool

that simplifies emailing &ém the MFP and increases productivity.

Setup ofPrivateScanly requires a HyPAS application be installed on the MFP with no server software
or middleware necessary. This creates a simple and easy setup which allows the application to be up and
running ina matter of minutes from initial installation on the MFP.

1.1 PrivateScarFeatures

Minimal setup timenecessary

Minimal IT intervention necessary

No Active Directory or Mail server setup necessary on the MFP

No server middleware

Integrationinto existing Adwe Directoryserverand mail serverinfrastructure
Easily import and export settings for multiple MFP setups

Minimalistic MFP interface allows for easy use to quickly complete a task
Configurable default scan settings

Configurable default emaithformation setup

Ability to send via TLS for secure message delivery

=4 =4 =4 =8 =8 -8 -f a8 n

1.2 This Guide

This document describes the components, functions, installation requirements, and steps required to
deploy and configur®rivateScarffectively.lt is important to understand the configuration options in
PrivateScato ensure proper functionality.
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1.3 EndUser Operation

PrivateScaiis used when an endser needs to scan a documenthis/her corporate email account

configured in their Active Directory profil&t the MFP panel, an ender launche®rivateScan

authenticatesat the MFP, theregins scanning this/her corporateemail with minimal configuration

necessanat the panel The scan will be senttotheusda SYIF Af | O02dzy i 6AGK { dzo2
Name fields already configured.

- ey
s

=

1.4 System Requirements
1 Windows Active Directory Server
1 Email Server with SMTP enablsith anonymous authentication
1 Network Connect HyPABnabled MFBr HyPASCapable MFP

1.5 Suppated Operating Systems
1 Windows Server 20082- and 64bit)
1 Windows Server 2008R32- and 64bit)
1 Windows Server 201(54-bit)
1 Windows Server 2012R84-bit)

1.6 Supported Environments
PrivateScais designed to work within an environment that is using Windows Active Diretttaty
allows LDAP lookugnd an email client with SMTP enabled.
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1.7 Supported MFPs
For a full list of support MFP models, please refer toSbéutions Compatibility Chaon
KDACentral.com.
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1.8 Licensing
PrivateScamequires the purchase of a software license from an authorized Kyoc€ap/sar
dealership.

You have the opportunity to evaluate tiseftware, free of charge, during twoonsecutive30-day trial
periods. PrivateScamill be disabledvhen thetwo trial periods expire and you will be requirtto
purchase a license key to continue using the application.

1.9 Online Activation

PrivateScaruses the same activation method as the Card Authentication Kit, Teaching Assistant, Data
Security Kit and the Document Guard Kit. Following the purchase of adicenificate, the Product ID
Numberis sent in an email message. You will need these items as well dsRReSerial Numbewhen

you access the License Page fidbf\Central.

You will be issued a unique Activation Key once you register your optiontisipage and input this
Activation Key number on the panel of yddyPASEnhabled MFRPor HyPASCapable MFRo activate it.

Login to the License Key Service KIDACentral.com
2 K I Oefuired:NJ

1 License Certificate

9 Product ID Number

T MFP Serial Number

PrivateScarLicensing Procedure

1. Enter the Product ID from the
License Certificate, Click Next

|License Key Issue System |

Enter Verify Enter Re-enter Werify lzsue
Product ID product Machine No. Machine No. your entry License Key

Language= |English =

Thank you for purchasing our product

Follow the instructions here for issuing the license key.

Check the Machine No. on your machine and enter the number in the space provided in License Certificate in advance.
The number is shown on the rating plate attached on the machine in 10 alphanumeric characters after "Machine No."
For example: Machine No. ABC12X3367

| Enter Product ID

Enter "Product ID" indicated on License Certificate and click Next.

Product ID | [GCOS -Je2rB _Jarc2 |nz2Ka

Next
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2. Your Product will be verified,
Click Next.

3. Enter the MFP Serial Number,
Click Next.

4. Reenter the MFP Serial
Number to confirm it, Click
Next.

|License Key Issue System

Enter Verify Enter Re-enter Verify lzsue
Product ID product Machine No. Machine No. your entry License Key
|

I Verify product

Your purchased product is as below.

Product Name Printed Document Guard Kit (A)

Product D GC0S-22HB-4FC2-N2K3

Ifitis OK, click Next.

| Back | | Next |

|License Key Issue System

Enter Enter Re-enter Verify Issue
Product ID Machine No. Machine No. your entry License Key
|

|| Enter Machine No.
Enter the machine No. that you have written in License Certificate.

Verify
product

‘ Machine No. = ‘ SPL8611406 ‘

Tfit is OK, click Next.

| Back \ | Next |

|License Key Issue System |
Enter Enter Re-enter Verify Issue
Product ID Machine No. Machine Na. your entry License Key
|

[l Re-enter Machine No.
Enter the machine No. again to confirm it

Verify
product

‘ Machine No. = ‘ I ‘

Ifit is OK, click Next

Back | \ Next |
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5. Your Information will be verified,
Click Next.

|License Key Issue System

Enter Verify Enter Re-enter Verify lesue
Product ID product Machine No. Machine No. your entry License Key
|

1 verify your entry

Verify your entry so far.

Product Name Printed Document Guard Kit (A)
Product ID GC0S-22HB-4FC1-N2K3
SAMPLE
Machine No. SPL8811406

Ifit is OK, click Next
The license key will be issued

(2 Back | [ Next )

6. Your License Key is issued.

|License Key Issue System

Enter Verify Enter Re-enter Verify Issue
Product ID product Machine No. Machine No. your entry License Key
|

I Issue License Key

The license key has issuzd.

Product Name Printed Document Guard Kit (A)
Product ID GCOS-22HB-4FC2-N2K3
SAMPLE
Machine No. SPL8811406
License Key 3171-6246-4236-8163-3966

Date of Issus : March 23, 2006 1:38:31 AN IST

Write the above license key in the space provided in License Certificate.
Print this screen and keep it in 2 safe place.

= Print Continue to issue other license key.

Now, the issuing process is completed.

7. Print the Page and input the License Key number on the panel oHyRAS enabled MRE®
activate your Device.

2. Softwarelnstallation
PrivateScawonsists of one HyPAS package file to be installed on a supported MARiVEieScan

7 A

package filecanbR 2 gy f 2 | REDRCerfErélkP YY &2 OSNI |y R / 2Lk adl NI 5SF £ SN

2.1 Prerequisites

PrivateScamequires a Microsoft Active Directory server for user authentication and email address
retrievaland aSMTP enableB&mail server and configured.
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2.2 HyPAS Applicatioifrile

Two30-day fullfeatured triak are allowed per MFP. For use beyond the trial period, each MFP
installation must be activated with a unique license key obtained after purchasing the corresponding
item code.

2.3 Installation on HyPA&apable MFPs
1. Download thePrivateScan | O1 | 3 S KDACENBalé T NBBY® OB NI FyR / 2Lk &0 NJ
and opyit to the root of a clean USB flash drive.
2. At the MFP control panel, open System Menu/Counter >Favorites/Application.
3. Log in as Administrator when prompted. The default login name is Admin and the default
LI 3ag2NR A& ! RYAY 6b2GSY 9y GSNI OFLMAGLFE ! gKSYy
password fields are casensitive).

4. Press Application button. System Menu/Counter
Favorites/Application

Default Screen

Application

5. Press Menu button. System Menu/Counter 15:00
Favorites/Application - Application =
\ A\
‘ 1/1
\ Vv
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6. Press Add button.

Print Report

7. Insert USB flash drive into the MFP.

8. A listshowing the application will appear.

9. SelectPrivateScamnd presdnstall

10. After installation, press End to return to the Applications screen.

11. SelectPrivateScamand press Menu.

12. Press ActivateThe MFP will prompt for Activation Modé.a license key isvailable, enter the
license key, then sele@fficial Otherwise, press th&rialbutton to activate one of the two 30
day trials One trial can last for 30 days after which time the trial button will be disabled and the
PrivateScaservice will no longestart. A license must be purchased from an authorized Kyocera
or Copystar dealer in order to restart tiivateScaservice.

13. If the Officialbutton is pressed, EEEINENTT{oTIE 16:04
the MFP will prompt for a license
key. Enter it using the keypad
and press théKbutton. . -

NOTELicense key can only be
generated by authorized Kyocere
or Copystar dealers.

;
! <

After PrivateScais activated successfully, it can be executed from the main Application screen (opened
by pressing the Application key on the control panel).
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2.4 Installation on HyPASEnabledMFPs
1. Download thePrivateScan | O1 | 3 S KDACENBalé T NBBY® OB NI ' yR / 2Lk &0 NJ
and copy it to the root of a clean USB flash drive.
2. At the MFP control panel, open System Menu > Applications.
3. Log in as Administrator whgsrompted. The default login name is Admin and the default
LI 23ag2NR A& ! RYAY 6b2GSY 9y GSNIOFLMAGEE ! gKSYy
password fields are casensitive).

4. Press the Add button. _
E] Manage the applications.

Delete

Activate

=
I|: |
2
o

Deactivate

Print Detail
Report

P Close

05/27/2011 141

Insert USB flash drive into the MFP.

A list siowing the application will appear.
SelectPrivateScamand presdnstall

After installation, pres€loseto return to the Application screen.

9. SelectPrivateScamnd Press ﬁ
ACthate . The M FP W| ” prom pt E Enter the license key to use the application officially.

The license key is not necessary to use it as a trial.

© N O

for Activationmode. If a license
key is availablesnter the license
key, thenselectOfficial | H H H H ‘
Otherwise, press thé&rialbutton

to activate one of the two 3@ay
trials. One trial can last for 30
days after which time the trial

button will bedisabled and the [ canca | | Trial | (@ ofica |
PrivateScamservice will no IOnger

start. Alicense must be purchased from an authorized Kyocera or Copystar deakeier to
restart thePrivateScaservice

10. After PrivateScaiis activated successfully, it can be executed from the home screen.

NOTETo setugPrivateScamas the default screen t¢iie MFP, open System Menu > Common Settings >
Default Screen and seldetivateScan

Copyright © 207 KYOCERA Document Solutions America, Inc. All rights reserved. 11



3. ConfiguringPrivateScan

PrivateScawan be configured from either the MFP panel or from a web interfbe.web interface
can be accessed by enterihgp://<MFPADDRESS3080/privatescan/jsp/main.jsim a web browser.

Almost all configuration options are the same except for an option to import/export settings which is
only available via web interfac&he web interface was used to illustrate the following steps so as to

include all option$rivateScaprovides.

1. ' FGSNI 200K Ay Ay3

GKS acCtQa Lt

http://[<MFPADDRESS>:8080/privatescan/jsp/mairitjghe URIbar.

2. Once successfully connected to the
web interface you will be shown the
PrivateScartogin screen. To access
the configuration option, click the
@ icon on the upper righhand
cornerof the app screen.

3. You will be directed to the
AdministratorLogin screen. Enter
the Administrator credentials and
press the Login button on the lower
right-hand corner of the app screen.

12 Copyright © 207 KYOCERA Document Solutions America, Inc. All rights reserved.
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= [m] X

KYOCERA Private Scan K KYOCERA Private Scan X +

http://10.0.0.3:8080/privatescan/jsp/main.jsp ¢ | Q Search + & @ # - =

Username

X, 55G - Confluence [ VMware BIOS [ KDA Tl Copytechnet.com || Wireshark | nmap @] Tek-Tips ¥, Kyocera MFR »
PrivateScan ‘ 3
Enter the login username and password

— [m] X
KYQCERA Private Scan X KYOCERA Private Scan X -+
http://10.0.0.3:8080/privatescan/jsp/mainjsp ¢ Q Search ¥ A4 9 = - =

X 556G - Confluence §] VMware BIOS | 1 KDA g Copytechnet.com | | Wireshark | | nmap || Tek-Tips ¥, Kyocera MFP (HyPAS)

MFP Administrator Login

Enter the Device Admin username and password

Password

Username

I &8¢



4. After successful login, you will be
shown the configuration options.
Select an option to begin setting up
PrivateScanAfter making your
changes, click the Done button on
the lower middle of the app screen
to save them and return to the initial
login screen.

3.1 Emalil Settings

The Subject, Body, and File Name of thg

emailcan be setup to be applied to ever
email sentby default or allow the users
to change this information as they scan.

1 Subject:The subject of the email

1 Body:The body of the email

9 File NameThe file name of the
scanned document

1 Enable editing of Subject, Body, and

File Name on PaneCheck this box
to allow editing of the email info on
the panel each time a scan is made.

Once Email settings have been
configured, clickhe Savebutton on the

o

KYOCERA Private Scan K KYOCERA Private Scan X +

+ & O =

X, 556G - Confluence [ VMware BIOS | | KDA pUl Copytechnet.com || Wireshark || nmap @ Tek-Tips ¥ Kyocera MFP (HyPAS)

Menu Settings

Set the following settings

http://10.0.0.3:8080/privatescan/jsp/mainjsp c Q search

Email Settings

Active Directory Settings

SMTP Settings

Default Scan Settings

Import/Export Settings

4! Done

®

m]

KYOCERA Private Scan X KYOCERA Private Scan X =+

+ A 9 =

N 556 - Confluence () VMware BIOS | ) kDA Ul Copytechnet.com | | Wireshark | | nmap i Tek-Tips ¥, Kyocera MFP (HyPAS)

Email Settings

Enter values for e-mail settings

hittp://10.0.0.3:8080/privatescanjsp/main.jsp @ Q Search

Subject From Kyocera MFP

Body

File Name doc

D Enable editing of Subject. Body. and File Name on panel

Cancel

lower righthand corner of the app screen to save your settings.

Copyright © 207 KYOCERA Document Solutions America, Inc. All rights reserved.

13



3.2 Active Directory Settings

NOTECorrectActive Directory Settings are essentabllow PrivateScaro function properlyContact
the system administrator for the correct Active Directory information.

PrivateScamisesthe Active Directory . geeewse— - 8 X
servertod S NOK GKS | dzi /100038080 ctescanspmeinge | € | searc + A @ - =
profile for his/heremail information It is | X sss-conuence @ wiware 05 L ko i coppechnetcom LI wirsharc . amap &1 Tek Tes ¥ tyocers MEP (hyP9)
critical these settings be filled out L] Active Directory Settings ®
correctly forPrivateScamo function -
properly.
9 Hostname:The FQDN of the Active 1“-“-“-1

Directory server
{ 1P Address The IP Address of the [pucinyms

Active Directory Server
1 Destination Port:The portused to o

access Active Directory

o Default Port for Basic
Authentication = 389

9 Directory TLSCheck to ussecureTLSauthentication. Must be used in conjunction with the Active

5ANBOG 2 NBDoit.S NS ND &
9 Search Basefhe starting point for user search.

Typically, it would be: CN=Users, DC=<domain>,DC=<com>
9 Test Settings ButtonThe Test Settings button is used to check the settings entered against the

Active Directory server. Once pressed, you will be shawscreen requesting Active Directory
credentials to test with. After entering the credentials, press the Test buRoivateScamvill then

give a message indicating whether the credentials were successfully authenticated with the Active
Directory serveornot. Ifad CI A f SR {iress@y@ geguis Qliuklé check the settings and/or
the test credentials used and try again.

Once Active Directory settings have been configured and tested successfullihecliakvebutton on
the lower righthand corner fthe app screen to save your settings.

14
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3.3 SMTP Settings

NOTECorrectSMTP Settings are essential to alBrivateScamo function properlyContact the system
administrator for the correct SMTP information.

PrivateScamises SMTP tesend email  geeeeee—— - oox
U K N\E dza K u K Qnalaer\)é“—‘ll http://10.0.0.3:8080/privatescan/jsp/main.jsp c Search + A 9 = - =
Servel’ AddreSSTheaddl’eSS Of the X, 55G - Confluence WVMwa:eB\OS | kDA gl Copytechnet.com || Wireshark || nmap & Tek-Tips ¥, Kyocera MFP (HyPAS)

T . | 4 | SMTP Settings
emall Server Enter SMTP server information

1 Port: The SMTP port of the email

o Default Port 25

9 Test Settings ButtonThe Test “
Settings button is used to check the
SMTRsettings entered against the
SMTPRserver. Once pressed, you will
be shown a screen requestingou to
enter a destination email address
Enter any email address and press
the Test buttonPrivateScanvill
attempt to connect to the SMTP server and send a test email to the destin®iovate Scamvill
then display a message indicating whether or not it could connect to the SMTP server and send an
email. If youreceive@a Cl A £ SR (irgess@ye,\dghl8 ehéckyour SMTP settings and try
again.

Once SMTP settings have been configured and tested successfulliheBavebutton on the lower
right-hand corner of the app screen to save your settings.
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3.4 Default Scan Settings

PrivateSca@d RSTL dZA G a0ly aSddAiy3a OFy o6S OKIy3aSR
documents and requirements most commonly used in an office setting. However, users will still be
shown the scan settings screen before scanning and allowed to makéreis if necessary.

SENZemeld PDF, TIFF, JPEEh CompressioRDF
(%] 0]8\"/[efs[F Monochrome, Full Color, Grayscale, A(@mlor/BW) Auto(Color/Grayscalg
SEE]e])N  200x200 dpi, 300x300 dpi, 400x400 dpi, 600x600 dpi,
BIijo]¥8 1-sided, 2sided
O)ils[yEINRYelsl Photo, Text, Photo/Text, for OCR
O)ls[hElel i) Top Edge Top, Top Edge Left
ST DENEIWA Darkest3, Darker2, Dark-1, Normal-0, Light 1, Lighter 2, Lightest 3

HIERSEeElElloy] Each Page, OFF

Letter R Statement R A5 R B6 R
[ 31t oy dp A4R B5 R 16K R
Statement A5 B6 Oficio

VD ELESTAEl OFF, Same Width

T
QD
«Q
(0]
9]
N
)

3.5 Import/ Export Settings
NOTE: The Import/Export Settings will only appear when configirimgteScahrough the web
interface. Import/Export Settings will not appear on the MFP panel.

|mp0rt/EXp0rt Settings aIIOW the KYOCERA Private Scan X KYOCERA Private Scan x |+ -2
adminlstrator tO Save a" Settlngs http://10.0.0.3:8080/privatescan/jsp/main jsp [ Q search 4+ # @ |- =
Confl Ured in an eXiStin rivateScan X 556 - Confluence @) VMware BIOS [ KDA‘:'_‘ Copytechnet.com || Wireshark || nmap | Tek-Tips . Kyocers MFP (HyPAS)
. 9 . ) 8 ] Import/Export Settings ®
installation and import them into a new
PrivateScaenvironmentfor a quick and
uniform setup fport Settines
Select file to import:
) ) Browse... | No file selected. Import

3.5.1 ExportPrivateScarSettings

. . Export Settings
Under Export Settings, click tieport —

button. You will be shown the default
download dialog your browser provides.
{SEtSOG a{l @S aKat S¢
button. The saved file will typically be in
the Downloads folder of thevorkstation

being usedand will be named

[EEN

2
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GLINKA @ 6§Sal0lyd2azyéeé¢d CNRY KSNB (KS od2azy FAtS OFy
file can be moved.

3.5.2 Import PrivateScarSettings

Under Import Settings, click tHgrowsebutton and navigate to the exported .json filgelecthe .json
file and click theéDpenbutton. The .json file will appear next to tidrowsebutton for reference. Next,
simply click thdmport button to import yaur PrivateScasettings.Once imported, click thBonebutton
to return to the Settings page.

NOTE: It is always recommended tdast the Active Directory and SMTP settings after impgthe
.json file in ordeto ensureproperfunctionality.
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4. UsingPrivateScaron the MFP

18

1.

t NB a FPrivat&SSahapplication icoron the home screen of the MEP

After the gplication opens, enter PrivateScan
your Active Directoncredentiak and B
LINS&da GKS a[ 23AY¢
right-hand corner of the panel

@®

Once logged irthe application will
greet you with your name and
display your email addressel8ct the
desired scan settings and press the
scan button in the lower righhand
corner of the panel

PrivateScamill begin scanning your
document(s) andbegintransmission.

Once transmission is completed, an email will

0S aSyuid G2 OGKS IdzZikSyaAaol adsSR
address and thFP paneWill return to the

scan settings page.

Q)¢
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