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1. Introduction to PrivateScan 
PrivateScan is a Kyocera Business Application designed to simplify scanning and emailing a document 

from a network connect Kyocera HyPAS-enabled MFP ǘƻ ŀ ǳǎŜǊΩǎ ƻǿƴ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ƳŀƛƭōƻȄ. With its 

simple setup, integration into Active Directory, and easy to use interface, PrivateScan is an efficient tool 

that simplifies emailing from the MFP and increases productivity. 

Setup of PrivateScan only requires a HyPAS application be installed on the MFP with no server software 

or middleware necessary. This creates a simple and easy setup which allows the application to be up and 

running in a matter of minutes from initial installation on the MFP. 

 

1.1 PrivateScan Features 

¶ Minimal setup time necessary 

¶ Minimal IT intervention necessary 

¶ No Active Directory or Mail server setup necessary on the MFP 

¶ No server middleware 

¶ Integration into existing Active Directory server and mail server infrastructure 

¶ Easily import and export settings for multiple MFP setups 

¶ Minimalistic MFP interface allows for easy use to quickly complete a task 

¶ Configurable default scan settings 

¶ Configurable default email information setup 

¶ Ability to send via TLS for secure message delivery 
 

1.2 This Guide 

This document describes the components, functions, installation requirements, and steps required to 

deploy and configure PrivateScan effectively. It is important to understand the configuration options in 

PrivateScan to ensure proper functionality. 
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1.3 End-User Operation 

PrivateScan is used when an end-user needs to scan a document to his/her corporate email account 

configured in their Active Directory profile. At the MFP panel, an end-user launches PrivateScan, 

authenticates at the MFP, then begins scanning to his/her corporate email with minimal configuration 

necessary at the panel. The scan will be sent to the useǊΩǎ ŜƳŀƛƭ ŀŎŎƻǳƴǘ ǿƛǘƘ {ǳōƧŜŎǘΣ .ƻŘȅΣ ŀƴŘ CƛƭŜ 

Name fields already configured. 

 

 

1.4 System Requirements 

¶ Windows Active Directory Server 

¶ Email Server with SMTP enabled with anonymous authentication 

¶ Network Connect HyPAS-Enabled MFP or HyPAS-Capable MFP 

 

1.5 Supported Operating Systems 

¶ Windows Server 2008 (32- and 64-bit) 

¶ Windows Server 2008R2 (32- and 64-bit) 

¶ Windows Server 2012 (64-bit) 

¶ Windows Server 2012R2 (64-bit) 

 

1.6 Supported Environments 

PrivateScan is designed to work within an environment that is using Windows Active Directory that 

allows LDAP lookup and an email client with SMTP enabled.  
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1.7 Supported MFPs 

For a full list of support MFP models, please refer to the Solutions Compatibility Chart on 

KDACentral.com.  
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1.8 Licensing 

PrivateScan requires the purchase of a software license from an authorized Kyocera or Copystar 

dealership. 

You have the opportunity to evaluate the software, free of charge, during two consecutive 30-day trial 

periods. PrivateScan will be disabled when the two trial periods expire, and you will be required to 

purchase a license key to continue using the application. 

1.9 On-line Activation 

PrivateScan uses the same activation method as the Card Authentication Kit, Teaching Assistant, Data 

Security Kit and the Document Guard Kit. Following the purchase of a license certificate, the Product ID 

Number is sent in an email message. You will need these items as well as the MFP Serial Number when 

you access the License Page from KDACentral. 

You will be issued a unique Activation Key once you register your option. Print this page and input this 

Activation Key number on the panel of your HyPAS-Enabled MFP or HyPAS-Capable MFP to activate it. 

 
 
Login to the License Key Service on KDACentral.com 
²ƘŀǘΩǎ Ǌequired:  

¶ License Certificate 

¶ Product ID Number  

¶ MFP Serial Number  
 
 

PrivateScan Licensing Procedure 

1. Enter the Product ID from the 
License Certificate, Click Next 
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2. Your Product will be verified, 
Click Next.  

 
 
 

 

 

 

 
3. Enter the MFP Serial Number, 

Click Next.  
 
 
 
 
 
 
 
 
 
 
 

4. Re-enter the MFP Serial 
Number to confirm it, Click 
Next.  
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5. Your Information will be verified, 
Click Next.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 

6. Your License Key is issued.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

7. Print the Page and input the License Key number on the panel of your HyPAS enabled MFP to 
activate your Device.  

2. Software Installation 
PrivateScan consists of one HyPAS package file to be installed on a supported MFP. The PrivateScan 

package file can be ŘƻǿƴƭƻŀŘŜŘ ŦǊƻƳ άKDACentralέ YȅƻŎŜǊŀ ŀƴŘ /ƻǇȅǎǘŀǊ 5ŜŀƭŜǊ tƻǊǘŀƭΦ 

2.1 Prerequisites 

PrivateScan requires a Microsoft Active Directory server for user authentication and email address 

retrieval and a SMTP enabled Email server and configured. 
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2.2 HyPAS Application File 

Two 30-day full-featured trials are allowed per MFP. For use beyond the trial period, each MFP 

installation must be activated with a unique license key obtained after purchasing the corresponding 

item code.  

2.3 Installation on HyPAS-Capable MFPs 

1. Download the PrivateScan tŀŎƪŀƎŜ ŦƛƭŜ ŦǊƻƳ άKDACentralέ YȅƻŎŜǊŀ ŀƴŘ /ƻǇȅǎǘŀǊ 5ŜŀƭŜǊ tƻǊǘŀƭ 

and copy it to the root of a clean USB flash drive. 

2. At the MFP control panel, open System Menu/Counter >Favorites/Application. 

3. Log in as Administrator when prompted. The default login name is Admin and the default 

ǇŀǎǎǿƻǊŘ ƛǎ !ŘƳƛƴ όbƻǘŜΥ 9ƴǘŜǊ ŎŀǇƛǘŀƭ ! ǿƘŜƴ ŜƴǘŜǊƛƴƎ Ψ!ŘƳƛƴΩ ŀǎ ōƻǘƘ ƭƻƎƛƴ ƴŀƳŜ ŀƴŘ 

password fields are case-sensitive). 

 

4. Press Application button. 

 

 

 

 

 

 

 

5. Press Menu button. 
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6. Press Add button. 

 

 

 

 

 

 

 

7. Insert USB flash drive into the MFP. 

8. A list showing the application will appear. 

9. Select PrivateScan and press Install. 

10. After installation, press End to return to the Applications screen. 

11. Select PrivateScan and press Menu. 

12. Press Activate. The MFP will prompt for Activation Mode. If a license key is available, enter the 

license key, then select Official. Otherwise, press the Trial button to activate one of the two 30-

day trials. One trial can last for 30 days after which time the trial button will be disabled and the 

PrivateScan service will no longer start. A license must be purchased from an authorized Kyocera 

or Copystar dealer in order to restart the PrivateScan service. 

 

 

13. If the Official button is pressed, 

the MFP will prompt for a license 

key. Enter it using the keypad 

and press the OK button. 

 

NOTE: License key can only be 

generated by authorized Kyocera 

or Copystar dealers. 

 

 

After PrivateScan is activated successfully, it can be executed from the main Application screen (opened 

by pressing the Application key on the control panel). 
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2.4 Installation on HyPAS-Enabled MFPs 

1. Download the PrivateScan tŀŎƪŀƎŜ ŦƛƭŜ ŦǊƻƳ άKDACentralέ YȅƻŎŜǊŀ ŀƴŘ /ƻǇȅǎǘŀǊ 5ŜŀƭŜǊ tƻǊǘŀƭ 

and copy it to the root of a clean USB flash drive. 

2. At the MFP control panel, open System Menu > Applications. 

3. Log in as Administrator when prompted. The default login name is Admin and the default 

ǇŀǎǎǿƻǊŘ ƛǎ !ŘƳƛƴ όbƻǘŜΥ 9ƴǘŜǊ ŎŀǇƛǘŀƭ ! ǿƘŜƴ ŜƴǘŜǊƛƴƎ Ψ!ŘƳƛƴΩ ŀǎ ōƻǘƘ ƭƻƎƛƴ ƴŀƳŜ ŀƴŘ 

password fields are case-sensitive). 

 

4. Press the Add button. 

 

 

 

 

 

 

5. Insert USB flash drive into the MFP. 

6. A list showing the application will appear. 

7. Select PrivateScan and press Install. 

8. After installation, press Close to return to the Application screen. 

 

9. Select PrivateScan and Press 

Activate.  The MFP will prompt 

for Activation mode. If a license 

key is available, enter the license 

key, then select Official. 

Otherwise, press the Trial button 

to activate one of the two 30-day 

trials. One trial can last for 30 

days after which time the trial 

button will be disabled and the 

PrivateScan service will no longer 

start. A license must be purchased from an authorized Kyocera or Copystar dealer in order to 

restart the PrivateScan service. 

 

10. After PrivateScan is activated successfully, it can be executed from the home screen. 

NOTE: To setup PrivateScan as the default screen of the MFP, open System Menu > Common Settings > 

Default Screen and select PrivateScan. 



12                        Copyright © 2017 KYOCERA Document Solutions America, Inc. All rights reserved. 

3. Configuring PrivateScan 
PrivateScan can be configured from either the MFP panel or from a web interface. The web interface 

can be accessed by entering http://<MFPADDRESS>:8080/privatescan/jsp/main.jsp in a web browser. 

Almost all configuration options are the same except for an option to import/export settings which is 

only available via web interface. The web interface was used to illustrate the following steps so as to 

include all options PrivateScan provides. 

1. !ŦǘŜǊ ƻōǘŀƛƴƛƴƎ ǘƘŜ aCtΩǎ Lt ŀŘŘǊŜǎǎΣ ƻǇŜƴ ŀ ǿŜō ōǊƻǿǎŜǊ ŀƴŘ ŜƴǘŜǊ 
http://<MFPADDRESS>:8080/privatescan/jsp/main.jsp in the URL bar. 

 

2. Once successfully connected to the 
web interface you will be shown the 
PrivateScan login screen. To access 
the configuration option, click the 

 icon on the upper right-hand 
corner of the app screen. 

 

 

 

 

 

 

 

 

 

3. You will be directed to the 
Administrator Login screen. Enter 
the Administrator credentials and 
press the Login button on the lower 
right-hand corner of the app screen.  
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4. After successful login, you will be 
shown the configuration options. 
Select an option to begin setting up 
PrivateScan. After making your 
changes, click the Done button on 
the lower middle of the app screen 
to save them and return to the initial 
login screen. 

 

 

 

 

 

 

 

3.1 Email Settings 

The Subject, Body, and File Name of the 
email can be setup to be applied to every 
email sent by default or allow the users 
to change this information as they scan. 

¶ Subject: The subject of the email 

¶ Body: The body of the email 

¶ File Name: The file name of the 
scanned document  

¶ Enable editing of Subject, Body, and 
File Name on Panel: Check this box 
to allow editing of the email info on 
the panel each time a scan is made. 

 

Once Email settings have been 
configured, click the Save button on the 
lower right-hand corner of the app screen to save your settings. 
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3.2 Active Directory Settings 

NOTE: Correct Active Directory Settings are essential to allow PrivateScan to function properly. Contact 
the system administrator for the correct Active Directory information. 

PrivateScan uses the Active Directory 
server to ǎŜŀǊŎƘ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘŜŘ ǳǎŜǊΩǎ 
profile for his/her email information. It is 
critical these settings be filled out 
correctly for PrivateScan to function 
properly. 

 

¶ Hostname: The FQDN of the Active 
Directory server 

¶ IP Address:  The IP Address of the 
Active Directory Server 

¶ Destination Port: The port used to 
access Active Directory 

o Default Port for Basic 
Authentication = 389 

¶ Directory TLS: Check to use secure TLS authentication. Must be used in conjunction with the Active 
5ƛǊŜŎǘƻǊȅ ǎŜǊǾŜǊΩǎ TLS port. 

¶ Search Base: The starting point for user search.  
Typically, it would be: CN=Users, DC=<domain>,DC=<com> 

¶ Test Settings Button: The Test Settings button is used to check the settings entered against the 
Active Directory server. Once pressed, you will be shown a screen requesting Active Directory 
credentials to test with. After entering the credentials, press the Test button. PrivateScan will then 
give a message indicating whether the credentials were successfully authenticated with the Active 
Directory server or not. If a άCŀƛƭŜŘ ǘƻ ŎƻƴƴŜŎǘΧέ message occurs, double check the settings and/or 
the test credentials used and try again. 

 

Once Active Directory settings have been configured and tested successfully, click the Save button on 
the lower right-hand corner of the app screen to save your settings.  
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3.3 SMTP Settings 

NOTE: Correct SMTP Settings are essential to allow PrivateScan to function properly. Contact the system 
administrator for the correct SMTP information. 

PrivateScan uses SMTP to send email 
ǘƘǊƻǳƎƘ ǘƘŜ ŎƻƳǇŀƴȅΩs email server.  

¶ Server Address: The address of the 
email server 

¶ Port: The SMTP port of the email 
server 
o Default Port = 25 

¶ Test Settings Button: The Test 
Settings button is used to check the 
SMTP settings entered against the 
SMTP server. Once pressed, you will 
be shown a screen requesting you to 
enter a destination email address. 
Enter any email address and press 
the Test button. PrivateScan will 
attempt to connect to the SMTP server and send a test email to the destination. PrivateScan will 
then display a message indicating whether or not it could connect to the SMTP server and send an 
email. If you receive a άCŀƛƭŜŘ ǘƻ ŎƻƴƴŜŎǘΧέ message, double check your SMTP settings and try 
again. 

 

Once SMTP settings have been configured and tested successfully, click the Save button on the lower 
right-hand corner of the app screen to save your settings. 
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3.4 Default Scan Settings 

PrivateScanΩǎ ŘŜŦŀǳƭǘ ǎŎŀƴ ǎŜǘǘƛƴƎǎ Ŏŀƴ ōŜ ŎƘŀƴƎŜŘ ǘƻ ŀ ƳƻǊŜ ŎƻƳƳƻƴ ǎŜǘ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǘȅǇŜǎ ƻŦ 

documents and requirements most commonly used in an office setting. However, users will still be 

shown the scan settings screen before scanning and allowed to make adjustments if necessary.  

 

3.5 Import/ Export Settings 

NOTE: The Import/Export Settings will only appear when configuring PrivateScan through the web 

interface. Import/Export Settings will not appear on the MFP panel.  

Import/Export Settings allow the 

administrator to save all settings 

configured in an existing PrivateScan 

installation and import them into a new 

PrivateScan environment for a quick and 

uniform setup. 

 Export PrivateScan Settings 

Under Export Settings, click the Export 

button. You will be shown the default 

download dialog your browser provides. 

{ŜƭŜŎǘ ά{ŀǾŜ CƛƭŜέ ŀƴŘ ŎƭƛŎƪ ǘƘŜ OK 

button. The saved file will typically be in 

the Downloads folder of the workstation 

being used and will be named 

File Format PDF, TIFF, JPEG, High Compression PDF 

Color Mode Monochrome,  Full Color, Grayscale, Auto (Color/BW), Auto (Color/Grayscale) 

Resolution 200x200 dpi, 300x300 dpi, 400x400 dpi, 600x600 dpi, 

Duplex 1-sided, 2-sided 

Original Type Photo, Text, Photo/Text, for OCR 

Original Orientation Top Edge Top, Top Edge Left 

Scan Density Darkest -3, Darker -2, Dark -1, Normal -0, Light 1, Lighter 2, Lightest 3 

File Separation Each Page, OFF 

Page Size 
Letter R 
[ŜƎŀƭ όуΦрέȄмпέύ 
Statement 

Statement R 
A4 R 
A5 

A5 R 
B5 R 
B6 

B6 R 
16K R 
Oficio 

Mixed Size OFF, Same Width 
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άǇǊƛǾŀǘŜǎŎŀƴΦƧǎƻƴέΦ CǊƻƳ ƘŜǊŜ ǘƘŜ ΦƧǎƻƴ ŦƛƭŜ Ŏŀƴ ōŜ ǊŜƭƻŎŀǘŜŘ ǘƻ ŀƴƻǘƘŜǊ ǎŜǊǾŜǊ ǘƘŜ ǎŀƳŜ ǿŀȅ ŀƴȅ ǘȅǇƛŎŀƭ 

file can be moved. 

 Import PrivateScan Settings 

Under Import Settings, click the Browse button and navigate to the exported .json file. Select the .json 

file and click the Open button. The .json file will appear next to the Browse button for reference. Next, 

simply click the Import button to import your PrivateScan settings. Once imported, click the Done button 

to return to the Settings page. 

NOTE: It is always recommended to re-test the Active Directory and SMTP settings after importing the 

.json file in order to ensure proper functionality. 
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4. Using PrivateScan on the MFP 
1. tǊŜǎǎ ǘƘŜ άPrivateScanέ application icon on the home screen of the MFP.  

 

2. After the application opens, enter 
your Active Directory credentials and 
ǇǊŜǎǎ ǘƘŜ ά[ƻƎƛƴέ ōǳǘǘƻƴ ƛƴ ǘƘŜ ƭƻǿŜǊ 
right-hand corner of the panel.  
 

 
 
 
 
 
 
 

 
3. Once logged in, the application will 

greet you with your name and 
display your email address. Select the 
desired scan settings and press the 
scan button in the lower right-hand 
corner of the panel. 
 

 
 
 
 
 
 

4. PrivateScan will begin scanning your 
document(s) and begin transmission. 

 
 
 
 

 
5. Once transmission is completed, an email will 
ōŜ ǎŜƴǘ ǘƻ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘŜŘ ǳǎŜǊΩǎ ŜƳŀƛƭ 
address and the MFP panel will return to the 
scan settings page. 

 
 
 
 
 
 

  






